SYSTEM AND METHOD FOR ASSEMBLING TIMING DATA IN A MULTI-LAYER 

SERVER ENVIRONMENT 

CROSS-REFERENCES TO RELATED APPLICATIONS 

[ 0001 ] Not applicable. 

5 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0002] The present invention relates generally to the field of tracking data 
processing time and transmission time, and more particularly to a system and 
10 method for assembling timing data in a multi-layer server environment. 



Background of the Invention 

[ 0003 ] Communicating data via a network has become a very popular way 
of efficiently sending data to one or more parties. Data typically travels through 

15 some type of multi-tier environment in order to be packaged for output and/or 
processed following receipt of the data. As communication of the data via a 
network, such as a local area network (LAN), a wide area network (WAN), etc., 
grows in popularity, the time it takes for the data to arrive at a particular location 
becomes ever more important. In order to track data rates, many networks 

2 0 employ monitoring systems that attempt to record the time the data spends at 
each tier in the multi-tier environment. 

[0004] In a centralized monitoring system, for instance, each tier (i.e. 
layer) that a HypeiText Markup Language (HTML) page travels through sends a 
message to a central repository or server indicating the time the data arrives at 
2 5 that particular tier. Typically, these monitoring systems provide collective 

metrics, such as the total time it takes for the data to make its round trip. Thus, 
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specific business transactions, such as the time data spends at each tier in the 
multi-tier system, is not generally recorded. Although collective metrics can 
provide information about the efficiency of the multi-tier environment, these type 
of metrics do not ordinarily provide information related to where a bottleneck may 
5 exist in the multi-tier environment, for instance, since timing data for each tier is 
not provided. 

[0005] For centralized monitoring systems to work properly, a server must 
understand the messages being communicated to the central repository or server 
and must not be confused by receiving messages from multiple sources 
10 simultaneously. Since many users may be utilizing a system at the same time, 
the monitoring system must be able to track multiple data and record the 
messages from the various tiers regarding the times when the data arrives at each 
of the various tiers. 

[0006] In addition, a centralized monitoring system typically requires 
1 5 synchronization. The central repository usually needs to maintain 

synchronization with each of the tiers that report to the central repository, else 
the messages cannot be interpreted properly to reveal total round trip time of the 
data traveling through the system. 

[0007] Therefore, it can be appreciated that there exists a need for a 
2 0 system and method for assembling timing data in a multi-layer server 

environment. There exists a further need for a process for assembling this timing 
data efficiently, with minimum overhead. 
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SUMMARY OF THE INVENTION 



[0008] The present invention provides in various embodiments a system 
and method for assembling timing data in a multi-layer server environment. 

[0009] In a system according to one embodiment of the present invention, 
5 the system facilitates assembling timing data in a multi-layer environment. A 
browser generates an HTML based request including one or more hidden data 
fields. The browser also displays an HTML based response including one or more 
hidden data fields. An arrival time generator deposits an arrival time in the one or 
more hidden data fields of the HTML based request. A processing module 
10 generates the HTML based response. A departure time generator deposits a 

departure time in the one or more hidden data fields of the HTML based response. 

[00010] In a method according to another embodiment of the present 
invention, the method facilitates assembling timing data in a multi-layer server 
environment. An HTML based request is generated. A time of generation of the 

15 HTML based request is then deposited in one or more hidden data fields 

associated with the HTML based request. The HTML based request is forwarded 
to one or more servers that deposit an arrival time in the one or more hidden data 
fields. Next, an HTML based response is generated. The arrival times provided by 
the one or more servers aire transferred to one or more hidden data fields 

2 0 associated with the HTML based response. The HTML based response is 

forwarded to one or more servers that deposit a departure time in the one or more 
hidden data fields associated with the HTML based response. 

[00011] A further understanding of the nature and advantages of the 
inventions herein may be realized by reference to the remaining portions of the 
25 specification and the attached drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



[0017] FIG. 1 is a schematic diagram of an exemplary architecture 
for assembling timing data in a multi-layer server environment; 

[0018] FIG. 2 is a schematic diagram of an exemplary architecture 
for a server in the multi-layer server environment; and 

[0019] FIG. 3 is a flowchart illustrating a process for assembling 
timing data in a multi-layer server environment. 
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DESCRIPTION OF THE SPECIFIC EMBODIMENTS 

[0020] As shown in the exemplary drawings wherein like reference 
numerals indicate like or corresponding elements among the figures, 
embodiments of a system and method according to the present invention 
5 will now be described in detail. The following description sets forth an 

example of a system and method for assembling timing data in a multi-layer 
server environment. 

[0021] A system and method in accordance with an embodiment of 
the present invention assembles timing data in a multi-layer server 

10 environment in order to assess the efficiency of individual servers in the 
multi-layer server environment. An HTML page is generated as a request. 
The HTML page request is forwarded to various servers in the multi-layer 
server environment until a response HTML page is created to fulfill the 
request. Similarly, the HTML page response is forwarded to various servers 

15 and eventually the HTML page response is displayed to a user. 

[0022] These request and response HTML pages can include hidden 
data fields that can store various kinds of data. Each server in the multi- 
layer server environment that receives the HTML request page deposits an 
arrival time into the hidden data fields of the HTML request page. When an 

20 HTML response page is generated, the arrival times reported by the various 
servers are transferred to the hidden data fields in the HTML response page. 
In addition, each server that receives the HTML response page inserts 
departure times of the HTML response page into the hidden data fields in 
the HTML response page. The arrival times of the HTML request page and 

2 5 the departure times of the HTML response page are stored in a database 
server. These arrival and departure times can be utilized to calculate the 
efficiency of each server in the multi-layer server environment. 

[0023] It should be understood that the present invention can also 
be implemented using any markup language or other programming 

30 language or network protocol that can generate forms and /or support 

hidden fields or comments fields. Extended Markup Language (XML) and 
Visual Basic are both examples of such other languages. Likewise, 
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HypeiText Transport Protocol (HTTP), commonly used with HTML page 
transmissions, can be used to implement the present invention by 
supporting data fields ignored by those not utilizing the present invention 
yet available to those who do. 
5 [0024] Referring now to FIG. 1, a schematic diagram of an 

exemplary architecture for assembling timing data in a multi-layer server 
environment is shown. The multi-layer server environment includes a web 
client 102 running a web browser 104 that displays an HTML page. HTML 
, page may be a request HTML page 106 or a response HTML page 107. A 

10 web server 108 processes request HTML page 106 as a request and forwards 
request HTML page 106 to an application server 110. Application server 
110 retrieves response data from a database server 112. A response HTML 
page 107 is generated by application server 110 and forwarded back to web 
server 108 and displayed by web browser 104 via web client 102. 

15 [0025] Although web browser 104 is shown as being run on web 

client 102 in FIG. 1, web browser 104 may be run on any machine in 
accordance with the invention. Further, although web browser 104, web 
server 108, application server 110, and database server 112 are shown as 
being physically separated in FIG. 1, one or more of web browser 104, web 

2 0 server 108, application server 110, and database server 1 12 may be located 
on a single server or fewer servers than shown in FIG. 1. In other words, 
any one of web browser 104, web server 108, application server 1 10, and 
database server 1 12 may be combined in any number of variations onto one 
or more servers. 

2 5 [0026] FIG. 1 includes timing symbols that represent when request 

HTML page 106 arrives at a particular server and when response HTML 
page 107 departs a particular server. Al represents the time when request 
HTML page 106 is generated. Request HTML page 106 includes hidden data 
fields for storing small amounts of data, such as timing information, a text 

3 0 string, etc. When request HTML page 106 is generated, the time of request 

HTML page 106 generation is deposited into the hidden data fields in 
request HTML page 106. 
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[0027] Next, when request HTML page 106 arrives at web server 
108, web server 108 deposits into the hidden data fields of request HTML 
page 106 the time request HTML page 106 arrives. The time of arrival at 
web server 108 is represented by Bl. 
5 [0028] Web server 108 forwards request HTML page 106 to 

application server 110. Application server 110 deposits an arrival time into 
the hidden data fields in request HTML page 106. The arrival time at 
application server 1 10 is represented by the symbol CI in FIG. 1. 

[0029] Application server 1 10 forwards a request to database server 

10 1 12 for data to fulfill the request. For example, application server 110 may 

send an SQL query to database server 112 requesting data to fulfill the 
request represented by request HTML page 106. Database server 112 can 
also be queried for the time utilized in order to process the request for data. 
Thus, the symbol D in FIG. 1 represents database time. 

15 [0030] In an alternative embodiment, an arrival time of an SQL 

query, or any other type of query as is suitable with the present invention, 
at database server 112 may be reported to application server 1 10 to be 
deposited in the hidden data fields of request HTML page 106 and a 
departure time of data in response to the SQL query from database server 

2 0 1 12 may be reported to application server 1 10 to be deposited in hidden 

data fields of a response HTML page 107 by application server 110. In this 
embodiment, database time is calculated by subtracting the arrival time of 
the SQL query at database server 112 from the departure time of the SQL 
query from database server 112. 
25 [0031] Application server 110 generates response HTML page 107 to 

fulfill the request from request HTML page 106. Application server 110 
transfers Al, the time of generation of request HTML page 106 from web 
browser 104, and Bl and CI, the arrival times of request HTML page 106 at 
web server 108 and application server 110 respectively, to response HTML 

3 0 page 107 that application server 110 generates. If database server 1 12 has 

reported an arrival time and departure time of the SQL query, those times 
are also deposited into the hidden data fields of response HTML page 107. 
Application server 1 10 then deposits into the hidden data fields of response 
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HTML page 107 the time of departure of response HTML page 107 from 
application server 1 10 and forwards response HTML page 107 to web server 
108. This departure time is represented in FIG. 1 by the symbol C2. 
[0032] Web server 108 receives response HTML page 107 and 
5 delivers response HTML page 107 to web browser 104 to display response 
HTML page 107. Web server 108 deposits the departure time of response 
HTML page 107 in the hidden data fields of response HTML page 107. The 
departure time of response HTML page 107 is represented in FIG. 1 by the 
symbol B2. 

10 [0033] Web browser 104 displays response HTML page 107. A2 in 

FIG. 1 represents the time response HTML page 107 is delivered to web 
browser 104 for display. Thus, web browser 104 deposits the time response 
HTML page 107 is displayed into the hidden data fields of response HTML 
page 107. 

15 [0034] When another request is sent to web server 108 utilizing 

request HTML page 106, the request generation time at web browser 104 
and arrival times at web server 108 and application server 1 10 for the 
second request are deposited in the hidden data fields of request HTML page 
106. When application server 110 receives the second request via request 

20 HTML page 106, the arrival times and the departure times from the previous 
request utilizing request HTML page 106 and response HTML page 107 are 
stored in database server 1 12. Thus, the second request HTML page 106 
includes arrival and departure times from a first round request (i.e., request 
and response) as well as arrival times from a second round request. When 

25 the first round times are stored in database server 112, hidden data fields in 
the second request HTML page 106 are freed. Accordingly, there are 
adequate hidden data fields in the second response HTML page 107 since 
the first round times are stored in database server 112 rather than 
transferred to the hidden data fields in second response HTML page 107. In 

3 0 an embodiment, timing data from a previous round is stored in database 
server 1 12 each time request HTML page 106 is processed. 

[0035] The time spent at each layer in the multi-layer server 
environment can be calculated utilizing the deposited and /or stored arrival 
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and departure times of request HTML page 106 and response HTML page 
107. The total time it takes the HTML page to travel through the multi-layer 
server environment from generation of request HTML page 106 to display of 
response HTML page 107 can be calculated by subtracting Al from A2. 
5 Note that although Bl and C 1 represent arrival times of request HTML page 

106, while C2 and B2 represent departure times of response HTML page 

107, A2 represents delivery (i.e., arrival) of response HTML page 107 and Al 
represents generation (i.e., departure) of request HTML page 106. In other 
words, Al represents departure time rather than arrival time since request 

10 HTML page 106 is generated and departs an original location before it can 
arrive at one or more destinations. Similarly, A2 represents arrival time 
rather than departure time since response HTML page 107 arrives at a final 
destination for display, completing the round trip. 

[0036] In order to calculate web browser 104 time, Bl is subtracted 

15 from B2 and the result is subtracted from the total time (A2 - Al). For 

instance, if request HTML page 106 was generated by web browser 104 at 
12:03:50 (i.e., time deposited in hidden data fields represented by Al) and 
arrived at web server 108 at 12:03:51 (i.e., time deposited in hidden data 
fields represented by Bl) and response HTML page 107 departed web server 

20 108 at 12:03:52 (i.e., time deposited in hidden data fields represented by 

B2) and was displayed by web browser 104 at 12:03:53 (i.e., time deposited 
in hidden data fields represented by A2), browser time equals (12:03:53 - 
12:03:50) - (12:03:52 - 12:03:51), which equals two seconds. Thus, while 
the total time it took from generation of the request to display of the 

2 5 response was three seconds, two of those three seconds was utilized by web 

browser 104. By analyzing the timing information provided in the above 
example, it is clear that web browser 104 is not performing as efficiently as 
the other servers in the multi-layer server environment. The timing 
information provided by each server in the multi-layer server environment 

3 0 can provide insight into the efficiency of each server in the multi-layer 

server environment. 

[0037] In order to determine web server 108 time, CI is subtracted 
from C2 and the difference is then be subtracted from the difference of B2 
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and Bl. Application server 110 time can be determined by subtracting D 
(i.e., database time) from the difference between C2 and CI. As discussed 
herein, D equals database time, which as has been explained can be 
determined by a simple query to database server 112 requesting the total 
processing time for a particular request for data to fulfill the request 
associated with request HTML page 106, among other approaches. 

[0038] The formulas discussed herein can be utilized to determine 
the efficiency of each server in the multi-layer server environment. 
Accordingly, an analysis of this timing data can identify bottlenecks in the 
multi-layer server environment. Identifying any type of problem and/or 
performance generally utilizing the timing data in the multi-layer server 
environment is within the scope of the invention. Below is a chart setting 
forth the formulas discussed herein. 

TOTAL TIME = A2 - Al 

BROWSER TIME = TOTAL TIME - (B2 - B 1) 
WEB SERVER TIME = (B2 - Bl) - (C2 - CI) 
APPLICATION SERVER TIME = (C2 - CI) - D 
DATABASE TIME = D 



[0039] Although the above formulas are typically utilized to obtain 
timing information, any formula for obtaining timing information is within 
the scope of the invention. For instance, each layer (i.e., server) in the 
multi-layer server environment may deposit an arrival time and a departure 
time of each request HTML page 106 and response HTML page 107. In this 
example, web browser 104 may deposit the time HTML request page 106 is 
generated as well as the time HTML request page is forwarded to web server 
108. Similarly, web server 108 can deposit the time HTML request page 106 
arrives and the time HTML request page 106 is forwarded to application 
server 110, and so on. Accordingly, in order to obtain the total time spent 
. at each layer in the multi-layer server environment, the difference in time 
between the arrival time and departure time for request HTML page 106 at 
each layer and the difference in time between the arrival time and departure 
time for response HTML page 107 at each layer are added together. 
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[0040] In this example, network latency time can also be calculated 
since both the arrival time and the departure time at each layer for both 
request HTML page 106 and response HTML page 107 are deposited into the 
hidden data fields discussed herein. Accordingly, by adding the times 
5 between the departure and arrival times at each server in the multi-layer 
server environment, the network latency can be determined. Similarly, the 
total time spent at each server can be subtracted from the total time for the 
round trip of the generation of request HTML page 106 to the display of 
response HTML page 107 in order to determine network latency. 

10 [0041] In one embodiment, data other than timing data is deposited 

in the hidden data fields of request HTML page 106 and response HTML 
page 107. For instance, a text string message may be deposited in the 
hidden data fields wherein the text string includes information regarding 
CPU load, hostname, routing information, memory utilizing by the 

15 particular layer, Operating System (OS) queue-length, lining up various 

request types, memory use, etc. Depositing any type of data into the hidden 
data fields of request HTML page 106 and /or response HTML page 107 is 
within the scope of the invention. 

[0042] In another embodiment, the data, timing or otherwise, 

20 deposited in the hidden data fields of request HTML page 106 and /or 

response HTML page 107 is displayed rather than hidden. Accordingly, a 
user may be able to view the data deposited by each server in the multi- 
layer server environment. As discussed herein, each server (i.e. layer) need 
not be a physically separate device. For instance, the server may be a 

25 software program running on a client device and/or a physical server. 

Further, each server may be separate from the other servers in the multi- 
layer server environment or one or more servers may share a physical 
medium. 

[0043] Typically, the times deposited into the hidden data fields of 
3 0 request HTML page 106 and response HTML page 107 are local times of the 
servers depositing the particular times. Accordingly, the servers do not 
need to be synchronized with one another since the total time spent at each 



11 Peoplesoft PA2235US{00093i23v3) 



server is relative to the local time at that server. In one embodiment, 
however, the times of each server are synchronized. 

[0044] Referring now to FIG. 2, a schematic diagram of an 
exemplary architecture for a server 200 in the multi-layer server 
5 environment is shown. The server 200 depicted in FIG. 2 may be the web 
server 108, the application server 1 10, and/or any other server as is 
suitable with the present invention. 

[0045] A server 200 includes an arrival time generator 202, a 
request/response processing module 204, and a departure time generator 

10 206. Optionally, server 200 may include a local time generator 210 that 

keeps track of local time and/or a metric data generator 208 that can store 
and/or access metric data. In one embodiment, metric data generator 208 
is coupled to database server 1 12 in order to obtain data therefrom. Server 
200 can include any components in accordance with the present invention. 

15 [0046] Arrival time generator 202 determines a local time and 

deposits the local arrival time of the request in the hidden data fields of 
HTML page 106. In one embodiment, arrival time generator 202 is coupled 
to local time generator 210 where it obtains the local time to deposit into the 
hidden data fields of HTML page 106. 

2 0 [0047] Request/response processing module 204 processes a 

request and/or a response HTML page 106. Processing can entail creating a 
response to fulfill a request, locating a request, forwarding a request and/or 
response to an appropriate destination, etc. In one embodiment, 
request/response processing module 204 may be coupled to metric data 

25 generator 208 in order to obtain metric data to deposit in the hidden data 
fields in a request and/or response HTML page 106. 

[0048] Departure time generator 206 determines a local time and 
deposits the local time in the hidden data fields of HTML page 106. In one 
embodiment, departure time generator 206 is coupled to local time 

30 generator 210 where it obtains the local time. 

[0049] Local time generator 210 is a timekeeper internal to server 
200. In one embodiment, local time generator 210 is coupled to a source 
outside of server 200 in order to obtain a time, such as the local time. Local 
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time generator 210 may be synchronized with one or more other servers in 
one embodiment. 

[0050] Metric data generator 208 provides metric data to 
request/response processing module 204 to deposit into the hidden data 
5 fields of HTML page 106. As discussed herein, metric data generator 208 
may be coupled to database server 1 12 for obtaining metric data in one 
embodiment. Metric data generator 208" may store metric data and/or 
obtain metric data from any source. Metric data may include CPU load, 
hostname, routing information, request types, memory utilized by a 

10 particular layer, operating system queue-length, memory use, etc. 

[0051] Referring now to FIG. 3, a flowchart illustrating a process for 
assembling timing data in a multi-layer server environment is shown. At 
step 302, an HTML based request is generated. Typically, web browser 104 
generates this HTML based request. 

15 [0052] Next, at step 304 , a time of generation of the HTML based 

request is deposited in one or more hidden data fields associated with the 
HTML based request. HTML pages include hidden data fields where data 
can be embedded. This data is not viewable by a user generally due to 
being embedded in the hidden data fields. However, displaying the hidden 

2 0 data fields and the data embedded therein is within the scope of the 
invention. 

[0053] At step 306, the HTML based request is forwarded to one or 
more servers that deposit an arrival time in the one or more hidden data 
fields associated with the HTML based request. As discussed herein, the 

2 5 HTML based request may be forwarded to web server 108 and /or 

application server 1 10, which both may deposit arrival times of HTML based 
request (i.e. request HTML page 106) in the hidden data fields associated 
with the HTML based request. 

[0054] At step 308, an HTML based response is generated. As 

3 0 discussed herein, application server 110 typically sends a query, such as an 

SQL query, to database server 112 requesting data to fulfill the HTML based 
request. Application server 110 then generates the HTML based response 
utilizing the data returned by database server 112. 
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[0055] At step 310, the arrival times provided by the one or more 
servers are transferred to one or more hidden data fields associated with the 
HTML based response. As discussed herein, there may be more or fewer 
servers (i.e., layers) than web browser 104, web server 108, and application 
server 110. Further, each server may deposit an arrival time and a 
departure time of the HTML based request as well as an arrival time and a 
departure time of the HTML based response, in one embodiment. 

[0056] At step 312, the HTML based response is forwarded to one or 
more servers that deposit a departure time in the one or more hidden data 
fields associated with the HTML based response. As discussed herein, 
application server 110 and web server 108 may deposit departure times of 
the HTML based response, while web browser 104 deposits the time it 
receives and displays the HTML based response. 

[0057] The above description is illustrative and not restrictive. 
Many variations of the invention will become apparent to those of skill in the 
art upon review of this disclosure. The scope of the invention should, 
therefore, be determined not with reference to the above description, but 
instead should be determined with reference to the appended claims along 
with their full scope of equivalents. 
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